Blockchain

What it is
How it works
Why it is important




Objectives

* Present basics of the blockchain
* What itis
* Why it is important
* How it works
* A few examples

* No atfewmpt to defend Bitcoin or cryptocurrency, that is another brief



Simple Definition

* Pistributed ledger of transactions
* Transactions can be of many different types including:
* Cryptocurrency
* Executable distributed code contracts (smart contracts)

* PDistributed intellectual property (IP) registry



Why it is important

* A distributed ledger, unlike a single computer; is very difficult to hack
or disable

* Common blockchains are not controlled by a single company or
government

* Researchers Hanke and Busnell have verified 97 episodes of
hyperinflation in history, i.e., 907 increase in price in 1 month

* Many systems used today were designed long ago, and are inefficient

* Why does it take 9 days to transfer a few 929 college fund
dollars from one account to another?


https://object.cato.org/sites/cato.org/files/articles/hanke-sae-december-2016.pdf
https://object.cato.org/sites/cato.org/files/articles/hanke-sae-december-2016.pdf

Side Story: Crypto Munitions

* ln 1991 Phil Zimmerwmann created Pretty Good Protection (PGP)
source code and gave it to a friend, who posted it to several electronic
bulletin boards

* ln 1993 Zimwmermann becawme the formal target of a eriminal
investigation by the US Government for "wmunitions export without a
license”

* An attempt to control cryptography
* Zimwmermann published the entire PGP source code in a hardecopy book.

* The export of books is protected by the First Amendment

* Rewove the binder, scan pages with OCR, you get the PGP source code


https://en.wikipedia.org/wiki/First_Amendment_to_the_United_States_Constitution

Fundamental: Hash Function

Hello World a591a6d40bf420404a011733cfb7b190d62c65bfObcda32b57b277d9%ad9f146e

Hello World! Hash Function 7f83b1657ff1fc53b92dc18148a1d65dfc2d4b1fa3d677284addd200126d9069

hello world! 7509e5bda0c762d2bac7f90d758b5b2263fa0lccbc542ab5e3df163be08ebcald

data bit string, fixed size

* |t is a mathematical algorithm that maps data of arbitrary size to
a bit string of a fixed size

* |t is a one-way function, that is infeasible to invert

* Two sets of ‘data” can be deterwmined the same from their hash
signatures

SHA256



https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Map_(mathematics)
https://en.wikipedia.org/wiki/Bit_string
https://en.wikipedia.org/wiki/SHA-2

A Block Can Be Anyfhmg

* A block is a collection of information, it can be anything

* Any combination of nhumbers, letters, pictures, videos

* GPS locations, place names, thing names, people names
* [ates, times, amounts, account numbers...
* Runs, hits, outs, ..., votes, results
* Any binary sequence, anything that can be represented in a computer
* A finite size, generally blocks are all the sawme size
* Each block has a hash number

* Makes it easy to compare two blocks
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Chain of Blocks

* Blockehain is a collection of

blocks |
deddddddddsg
* Latest block has hash of all Blockchain—s.
previous block hashes

* The blockchain can be confirmed to be accurate hy
recalculating hashes



Blockehain Pemo

BLOCKCHAIN

DATA [ Welcome to Blackchain Demo 2.0!

PREVIOUS HASH 1

HASH 000dc75a315077alfCc88fb6247403dd18ac52632d7dc6at%20261d8108k37¢f

GENESIS BLOCK .. Tuc, 17 Oct 201*7 19.53:20 GMT 604

DATA B

https:/

blockehaindemo.io/



https://blockchaindemo.io/
https://blockchaindemo.io/

Blockehain Cost

* Global power consumption for the —
servers that run bitcoin is about of e
2.9 gigawatts e e

* lreland uses a similar amount of
electricity

* Data centers are located where it is
cold and energy is cheap, such as
lceland, Sweden, and Russia
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* New protocols such as Proof-of-Stake 6 GPUs per computer
will reduce power costs significantly 6 computers per row
6 rows per bay


https://www.economist.com/the-economist-explains/2018/07/09/why-bitcoin-uses-so-much-energy
https://www.economist.com/the-economist-explains/2018/07/09/why-bitcoin-uses-so-much-energy
https://www.economist.com/the-economist-explains/2018/07/09/why-bitcoin-uses-so-much-energy

Crypto Econowmics

* Typical public blockchain runs from 10s of thousands to billions of
computers called miners

* Each computer is trying to earn rewards
* For creating the next block
* For verifying a transaction
* Field of study is called crypto economics

* |f there is no main computer, who controls how rewards are earned?



Proot Of Work o

A w
* Proof of work is a consensus algorithm H ‘

* All miners are on a peer to peer network, and are equally important

* Miners are all presented with the same fransaction challenge
* The miner that finishes first, gets to create the next block and gets a reward

* (ther miners that validate the fransaction, by getting the same result
within a time window, also get a reward

* At least 917 of the miners must agree with the result, or it is invalid



Blockchain Applications

* Money * Healthcare
* lnsurance * Music
* Government * Real Estate

* Financial Services * Supply Chain



http://www.apple.com
https://www.blockchaintechnologies.com/applications/insurance/
https://www.blockchaintechnologies.com/applications/government/
https://www.blockchaintechnologies.com/applications/financial-services/
https://www.blockchaintechnologies.com/applications/healthcare/
https://www.blockchaintechnologies.com/applications/music/
https://www.blockchaintechnologies.com/applications/real-estate/
http://www.apple.com

Risks

% Ln 10 years since it’s creation, the Bitcoin blockchain has never been
acked

* Exchanges have been hacked

* Exchanges are typically owned by a company and are prone to insider
activity

* |ndividual crypto-wallets have been hacked

* Recently the Ethereum Classic blockchain was hacked

* Someone exploited a bug in the software, gained 1% of the computing
power, re-wrote transactions, and double spent currency


https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-blockchains-are-now-getting-hacked/

917 Attack

Legitimate miners always follow the longest version of
the chain as per the blockchain go ernan emodel Asa
result, they will join the malicious miner on his chai

Block 49 Block 50 Block 51 Block 52
-100 BTC

@8 erer

Block 50 Block 51 Block 52 Block 53
-0BTC

* £ 914 or more have the same answer fhe transaction is
considered valid

* If 914 or wmore have the same WRONG answer, the
transaction is considered valid



Discussion

* The 50 largest public companies are exploring blockehain

* Each marketplace will likely adopt blockehain when
threatened with extinction


https://www.forbes.com/sites/michaeldelcastillo/2018/07/03/big-blockchain-the-50-largest-public-companies-exploring-blockchain/

Fundamental: Public Key
Cryptography

* Public key: shared with others

* Used to encrypt things

* Private key: kept as a secret by the user

* Used to decrypt things




